NHO®OPMAIIMOHHAS TAMSATKA JJI5S1 OBYYAROIUXCS
C KaXXIbIM TOJAOM MOJIOJACIKU B HHTCPHCTC CTAHOBUTLCA 6OJII>I_HC, a INIKOJBbHUKH OOHH H3
caMbIX aKTUBHBIX IOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OTPOMHOTO KOJWYECTBA
BO3MOXXHOCTEH, WHTEPHET HECeT U MpoOieMbl. DTa MaMsTKa JI0JDKHA MOMOYb Tebe Oe30macHo
HaXOJHUTHCS B CETH.

KoMnblOTEpHBIE BUPYCHI

KoMIbroTepHslii BUpYC — 3TO Pa3HOBUIHOCTD
KOMIIBIOTEPHBIX POTrPaMM, OTIMYUTEIbHON OCOOEHHOCTBIO KOTOPOM SBJISETCS CHOCOOHOCTD K
pa3sMHOXKEHHUIO. B 01onHeHne K 3TOMY, BUPYChl MOT'YT ITOBPEAUTH WJIN IIOJHOCTBHIO
YHUYTOXXUTH Bce (paiiiipl ¥ TaHHBIE, TOJIKOHTPOJIBHBIE MTOJIE30BATEII0, OT IMEHH KOTOPOTO ObLIa
3allylleHa 3apakeHHas IPOrpaMMa, a TAKKe MMOBPEIUTh WIN JaKe YHUUYTOKUTH ONEPALIMOHHYIO
cHCTeMY €O BceMH (aifiaMu B 1eoM. B O0IbIIMHCTBE CiTydaeB paciipoCTPaHSIOTCSI BUPYCHI
yepe3 UHTEPHET.
Meroap! 3aIlIUTHI OT BPEIOHOCHBIX IIPOIPAMM:
1. Mcnonp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX IIPOrPAMM;
2. IlocTosiHHO ycTaHaB/IMBai nMatyu (IUQPPOBbBIE 3aIJIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHaBIIMBAIOTCA C LENbIO 10pa0OTKHU MPOrpamMMbl) U Ipyrue OOHOBIEHHS CBOEH
orepalnroHHOM cucteMbl. CkauuBail UX TOJIBKO ¢ opUIMaNIbHOTO caifiTa pazpadborunka OC. Eciu
CYILIECTBYET PEKHUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;
3. PaGoraii Ha cBOeM KOMIIbIOTEpE 101 IPaBaMU I0JIb30BaTENs, a HE aIMHUHHUCTpaTopa. DTO He
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM MHCTAJUIUPOBAThCS HA TBOEM NEPCOHATIBHOM
KOMIIBIOTEPE;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMHBIE ITPOIYKThI U3BECTHBIX TPOU3BOIUTEINEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;
5. Orpanuub pU3NUECKHUI JOCTYN K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIMIL;
6. Vcrionb3yil BHELIHME HOCUTENU UH(OpMAINH, TaKhe Kak (ielka, 1uck win ¢aitn u3
WHTEPHETA, TOJIBKO U3 POBEPEHHBIX NCTOYHHUKOB;
7. He oTkphIBaii KOMIbIOTEpHBIE (DaiiiIbl, MOTyYSHHbIE U3 HEHA/IEKHBIX HCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HAKOMBIH. Jlydllle yTouHM y HETo, OTIPABIISII JIU OH TeOe uX.
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Ceru WI-FI

Wi-Fi —»ToHe BuIIEpenayd JaHHBIX, HE
TEXHOJIOTHS, @ BCero Juib OpeHa, Mapka. Eme B 1991 rony HuaepiaHickas KOMITaHHS
3apeructpupoBaia Openn ,,WECA®, dro ob6o3nauaio cimoBocoderanue ,,Wireless Fidelity®,
KOTOPBIi MIePEBOJIUTCS KakK ,,OECTIPOBOTHAS TOYHOCTB"".
Jlo Hamiero BpeMeHW jgonuia japyras  abOpeBmarypa, KOTopas  SIBISICTCS TAKOM
e TexHonorued. 9to abOpeBuarypa ,,Wi-Fi“. Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaH/JapT BBICIICH 3BYKOBO# TexHUKU Hi-Fi, 4To B miepeBojie 03HAYaeT ,,BHICOKAsh TOYHOCTB.
Ha, OecrnaTHBIA UHTEPHET-IOCTYI B Kade, OTENSIX U adpoIopTax ABISETCS  OTIIMYHOM
BO3MOYKHOCTBIO BBIXOJ[a B MHTepHET. HO MHOTHE 3KCIepThl CYMTAIOT, 4TO 00meaocTymnubie Wi-
Fi cetu ne SIBJITIOTCSI 0€30MaCHBIMHU.
Cogetbl o 0e30macHOCTH paboTHI B obmenoctynHbix cetax Wi-fi:
1. He mepenagBaii cBot0 1uuHy0 uHbopMaimio depe3 obmenoctynabie Wi-Fi cetu. Paborast B
HUX, KEJIaTeIhbHO HE BBOJIUTH MTAPOJIH JOCTYTIA, JIOTUHBI U KaKhe-TO HOMepa;
2. Hcnonw3yii © OOHOBIISAM aHTUBUPYCHBIE Mporpammbl U OpanaMmayep. Tem cambIM Thl
obe3omnacuib cedst oT 3aKauky BUpyca Ha TBOE YCTPOICTBO;
3.I1lpu  wucnons3oBanuu Wi-Fi otkimoun  pyskumo  ,,00mmid  goctyn k- ¢aitiam u
npuntepam‘. Jlannass ¢GyHKIMS 3aKpbITa MO YMOJIYaHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIU
aKTUBHPYIOT €€ U1l ynoocTBa HCIIOJIb30BAaHUS B paboTe unu yuebe;
4. He ucnonp3yii myonuunsiit WI-FI 1y1s nepenayn IMYHBIX JaHHBIX, HAPUMED AJIS BBIXOJA B
COIMATTLHBIC CETH WIH B AJIEKTPOHHYIO TTOUTY;
5. Ucnonp3yit Tonbko 3amumiennoe coeaunenue uepe3 HTTPS, a e HTTP, 1. e. npu Habope BeO-
ajzipeca BBOJIU HMEHHO LHhttps://“;
6. B MmoOuibHOM Tenedone otkiaroun QyHkiuo ,Iloakmouenne k Wi-Fi aBTomatnyecku®. He
JIONyCKai aBTOMAaTH4eCKOro MOAKIIF0YeHus ycTpoiicTBa k ceTssM Wi-Fi 6e3 TBoero cormacwust.
CouuajbHble ceTH

ConuasbHbIe CETH aKTUBHO BXOJST B
Hallly )H3Hb, MHOTHE JIFOAU Pa0OTAIOT U KUBYT TaM MOCTOSIHHO, a B Facebook yxe
3aperucTpupoOBaH MUJLIMAP]] YETIOBEK, UTO SABJISETCS OJHOM CEIbMON BCEX JKUTEJIEH MJIaHETHI.
MHorue nojb30BaTeNN He TOHUMAIOT, YTO UHpOpMAIHs, pa3MelIeHHAs! UMU B
COLIMANIBHBIX CETSAX, MOKET OBITh HalJIeHa U MCIIOJb30BaHa KEM YIOJIHO, B TOM YHCIIE HE
00s3aTeNnpHO ¢ 0JIaruMU HAMEPEHUSIMHU.
OcCHOBHBIE COBETHI IO OE30MACHOCTH B COLIMATBHBIX CETAX:
1. Orpanuysb crucok Apy3ei. Y 1e0s B Ipy3bsiX HE JOKHO ObITh CydalHBIX U


https://lmn.su/images/infor_bezopas/obycha/wi_fi.jpg
https://lmn.su/images/infor_bezopas/obycha/sots_set.jpg

HE3HAKOMBIX JIIOACH;

2. 3amMiaii cBOro YacTHYIO ku3Hb. He yka3piBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JTHUHYIO HHPOPMAIUIO. 37I0YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh JIaXkKe
UH(OPMAIIHIO O TOM, KaK ThI U TBOH POJIUTENN TUTAHUPYETE TPOBECTH KAaHUKYJIbI,

3. 3amminai cBO peryTaIuo — JIePKHU €€ B YUCTOTE U 3aJ1aBail ce0e BOIPOC: XOTEJ ObI THI,
4TOOBI APYrUe TMOIB30BATEIN BUJIEIH, YTO ThI 3arpyxaenisb? [lomymaii, mpexiae yem uro-

TO ONyOJIMKOBATh, HANIUCATh U 3arPYy3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOIb3YH CBOE PeaIbHOE UMS U
JIPYTYIO JUUHYIO HHGOPMAIH: UMsI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoUee;

5. N36eraii pa3menienus portorpaduii B IHTEpHETE, T1IE TH N300paKeH HA MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOMOJIOKEHHUE;

6. [Ipu peructpanuu B CONMAIBLHON CETH HEOOXOAMMO UCTIOIL30BATh CIIOKHBIC ITAPOJIH,
cocrosimue u3 OyKB ¥ LUQP U C KOJINYECTBOM 3HAKOB HE MeHee 8;

7. 1715t couuanbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO MCIOJIb30BaTh Pa3HbIC MAPOIIH.
Toraa ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIIJICHHUKY MOJIyYaT JOCTYH TOJBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE ICHbI'H

é’o WebMoney .

3 /
J

5
U Aunexc

JNEHbI!

DJEeKTPOHHBIE AEHBI'M — 3TO OYEHb YAOOHBII
Croco0 niaTexei, 0JJHAKO CYIIECTBYIOT MOLIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JAECHBIH.
DJEeKTPOHHBIE JEHbIH MOSIBUJIUCH COBCEM HEIABHO U UMEHHO M3-3a 3TOT0 BO
MHOTHX FOCYAApCTBaX JI0 CUX IMOpP HE MPOIKCAHO PO HUX B 3aKOHAX.
B Poccun jxe oHU QYHKIIMOHUPYIOT M O HUX YK€ MPONUCAHO B 3aKOHE, TJI€ UX pa3felsioT Ha
HECKOJIBKO BUJIOB — aHOHUMHbBIE U HE aHOHUMHbIE. PazHu1ia B TOM, 4TO aHOHUMHBIE — ATO
T€, B KOTOPBIX pa3peraercsi IpoBOAUTE ollepaluy 0e3 UAeHTH(PHUKAIIUY TT0Ib30BaTeNs, a B
HEaHOHHWMHBIX UACHTU(UKAIIHS MT0Ib30BATENs ABISETCS 0053aTeIbHOM.
Taxoke crneayeT pa3nuyarhb IEKTPOHHBIE (PUATHBIE I€HBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbIE HE(UATHBIE IEHbI'U (HE PABHBI TOCYIaPCTBEHHBIM BAIIOTAM).
OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ NEKTPOHHBIMH JJEHbIaMHU:
1. ITpuBsiku K cueTy MOOUIIBHBIN TesneoH. ITo caMblid y10OHBIN U OBICTPBIN CIIOCOO
BOCCTaHOBHUThH JIOCTYI K cueTy. [IpuBsi3aHHbIi TeneoH MOMOXKET, eciu 3a0y/enb CBOI
MJIATEKHBIN MAPOJIb WM 3aiA€IIb HAa CAUT C HE3HAKOMOTI'O YCTPOICTBA;
2. Ucnonb3yit ogHopaszoBele napoiu. [locne nepexona Ha yCHIIEHHYIO aBTOPU3aLUIO TeOe
yKe He OyZIeT yrpoKaTh OMAaCHOCTb KPa)Ku WJIM IiepexBaTa IJIaTeKHOT0 HapoJis;
3. BriGepu cnoxHbli maposb. [IpectynmHukam OyeT He IpoCcTO yrajaaTh CI0XKHBIM Mapoib.
Hanexxnble maponu — 3To napoiiv, KOTOpbIE COJIEP’KaT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B
ce0si CTpOYHBIE U TPOMHUCHBIE OYKBBI, IU(PBI M HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAaK J0Jj1apa,
¢yHTa, BOCKJIMIATENbHBIN 3HaK | T. 1. Hanpumep, $tROng!;;
4. He BBOAM CBOM JIMYHBIE ITaHHBIE HA CaiiTax, KOTOPBIM HE JOBEpsEIb.
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DJIEKTPOHHAS IOYTA

DIEKTPOHHAs [10YTa — 3TO TEXHOJIOTHUSA U
IPEOCTABIISIEMbIE €10 YCIIYTH 110 TIEPECHUIKE U TOIYYEHHUIO AJIEKTPOHHBIX COOOIICHNUH, KOTOpPBIE
pacnpeenstoTcs B KOMIbIOTEpHOH ceTu. OObIUHO 3JIEKTPOHHBIN MOYTOBBIN AITUK BHITIISAUT
CJICAYIOIIMM 00pa30M: UMsI_TIOJB30BATEISI(@UM_JIoMeHa. Takke KpoMme nepeaadu mpocToro
TEKCTa, IMEeTCsS BO3MOXKHOCTh NiepeaBaTh (aiiibl.
OCHOBHBIE COBETHI 110 0€30ITaCHOI paboTe C IICKTPOHHOM ITOYTOH:
1. Hayo BeIOpaTh MpaBWIIbHBIN MOYTOBLIHM cepBUC. B MHTepHETE ecTh OrPOMHBII BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIYULIE T0BEPSITh TEM, KOTO 3HACIIb U KTO IIEPBbII B
pEUTHHTE;
2. He yka3pIBaii B IMYHOH mouTe IM4HYIO HHopMmanmio. Hanpumep, mydiie BEIOpaTh
,»MY3BIKaNIbHBIN _(haHaTt@" wnu ,,pok2013* Bmecto ,,temal3*;
3. Mcnonp3yil 1ByX3TalHy0 aBTOPU3ALUI0. DTO KOTAa IOMUMO MapoJsl HY’KHO BBOAUTH KO/,
npuchUIaeMbiil o SMS;
4. BeiOepu ci1oKHBIN TTapostb. I KaKI0T0 IMOYTOBOTO SIIUKA JOJHKCH OBITh CBOM HAJIC)KHBIH,
YCTOWUMBBIN K B3JIOMY 1apOJib;
5. Ecnu ecth BO3MOKHOCTH HAaMmMcaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIb3YH ATY
BO3MOYKHOCTb;
6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIUKOB. [IepBbIil 17151 YaCTHOW MEPENHCKH C
azpecaTamMH, KOTOPBIM ThI
JIOBEpsiellb. DTO AIEKTPOHHBIN a/ipec HEe HAJ0 UCIOJIb30BaTh IPU PETUCTPALIMU HA popyMax U
caiitax;
7. He oTkpsiBaii (aiisiel ¥ Apyrue BIOKEHUS B MUCbMaXx, Aa)K€ €CJIM OHU MPUILLIH OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailibl;
8. Ilocie okoH4yaHus pabOThI HA TOYTOBOM CEpBHCE NEPE]] 3aKPHITUEM BKJIAJIKU C CAaliTOM HE
3a0ynpb Haxath Ha ,, BT .
Ku0epOyJUIMHT M1 BUPTYAJIbHOE H3/1eBATEILCTBO

KubepOynnuHr — npecneaoBanue
COOOIICHUSMH, COJIEPKAIIUMU OCKOPOJICHUS, arpeCcCrI0, 3allyTMBAHNE; XYJIUTAaHCTBO;
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collMaIbHOE OOMKOTHPOBAHUE C TIOMOIIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIydmuii crioco0: mocoBETOBATLCS KaK ce0s1 BECTU U, €CJIM HET TOTO, K
KOMY MOXHO OOpaTHTbCS, TO BHaYalle YCIOKOUTHCS. ECiiu Tl HAYHENIh OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO elle OO0JIbIIE pa30AOKellb KOH(IIUKT;

2. Yrpagisii cBoel KubeppenyTaiueii;

3. AHOHUMHOCTbH B ceTd MHUMas. CyIlIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUIl 00pa3 BUPTyaIbHOU KU3HU. IHTepHET PUKCUPYET BCe TBOU
JNEHCTBUS M COXpaHSET UX. Y NaUTh UX OyneT KpaiiHe 3aTpyIHUTEIBHO;

5. Co0toiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIOJY;

6. Urnopupyii eanHUYHbIA HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUllIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTaIuu;

7. ban arpeccopa. B nmporpamMmMax oOMeHa MIHOBEHHBIMHU COOOIIIEHUSIMH, B COLTUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPABKU COOOILEHUH C ONPEIETICHHBIX aIPECOB;

8. Ecnu ThI cBUETEND KNOCPOYIIMHTa. TBOM AEWCTBUS: BBICTYITUTH IIPOTHUB MPECIIeI0BaTE,
MI0Ka3aTh €MY, YTO €ro JIeWCTBHS OLIEHUBAIOTCS HETaTUBHO, MOAIEPKATh )KEPTBY, KOTOPOI
HY)XHa [ICUXOJIOTUYECKast TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEJCHHUS B
CeTH.

MoOuabHbIi Tejie)oH

C~

CoBpemeHHbIE cMapT(HOHBI U
IUTAHILIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIIbIM (PYHKIIMOHAI, U TENEph OHU MOTYT
KOHKYPHPOBATh CO CTALIMOHAPHBIMH KOMITbIOTepaMu. OHAKO, CPEJICTB 3alUTHI A7 TO00HBIX
YCTPOMCTB ITIOKAa 0Y€Hb Majo. TECTUPOBAHUE U MIOUCK YSA3BUMOCTEH B HUX IIPOUCXOJNT HE
TaK UHTEHCUBHO, Kak a1 [1K, To xe camoe kacaeTcss 1 MOOUIIBHBIX PUIOKEHUH.
CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacuipenue (GyHKIIMOHAaJa BIIeYeT 3a COO0H OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.
Jlanieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:
Huuero He siBnsieTcs mo-HacToseMy OecruiaTHeIM. byib ocTOpoXeH, Beib Korja tede
npeJiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;
Hymaii, mpexe ueM otnpaButh SMS, ¢oto unm Buaeo. Thl TOUHO 3HaEIb, IIe OHU OYAYT B
KOHEYHOM uTOre?
Heo6x0a1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Hcnonb3yit aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeNe(OHOB;
He 3arpy:xaii npui10xeHus OT HEU3BECTHOI'O HCTOYHUKA, BEAb OHU MOT'YT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;
[Tocne Toro Kak Thl BBIMJCIIB C caiiTa, TJI€ BBOJWI JIMYHYIO HH(OpMAIUIO, 3aii11 B
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HaACTpOIKK Opay3epa u yaanu COOKies;

ITepuoanuecku MpoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEDE;

JlaBaii cBoii HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JHOASIM, KOTOPBIX Thl 3HACIIb U

KOMY JIOBEpsICLIb;

Bluetooth nomxen ObITh BBIKIIIOUEH, KOT'/Ia Th UM He nousib3yelbesi. He 3a0b1Bail nHorga
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUYEHNUS,
00BbEIMHSAIOIINE COTHH THICSAY YEJIOBEK 110 BceMy Mupy. Mrpoku vccieaytoT JaHHbIH UM MHUD,
o0LIatOTCs APYT C IPYIOM, BBINOJIHSIOT 3aJaHUsl, CPAYKAIOTCS C MOHCTPaMH U

HOJIY4atoT OMBIT. 32 yIOBOJIBCTBUE OHU IUIATAT: NOKYIAIOT JUCK, OIUIAYUBAIOT AOOHEMEHT UJIH
IPUOOPETAIOT KAaKKE-TO OIIUH.

Bce 3ty cpenctBa uyT Ha noAJepKaHue U pa3BUTHE UIPHL, @ TAKXKE HAa caMy 0€30IacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIE MaTYH (IIU(PPOBBIE 3aIIATKH
JUIS IPOTPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nopo0HBIX Urpax CTOUT OIacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPakH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMK OOJBIIMHCTBA UIP.

OCHOBHBIE COBETHI TI0 OE€30MTACHOCTH TBOETO UTPOBOT'0 aKKAyHTA!

1. Ecnu apyroii urpok BezeT ceOs II0X0 UM COo3/4aeT Tebe HeNPUATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;

2. Iloxanyiics aAMUHUCTPATOPaM UIPbI HA IJIOXOE ITOBEIEHUE 3TOI0 UTPOKA, JKEIATEIbHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

3. He ykasbiBaiil nuunyto nndopmaiuio B npodaiine urpsi;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uaabHble IaTYM U MOJIBI;

6. Mcnonp3yil cliokHbIE U pa3Hble apoJiy;

7. Jlaxxe BO BpeMsi UI'pbl HE CTOUT OTKJIFOYaTh aHTUBUpPYC. [1oka ThI Urpaerib, TBOW KOMIIBIOTED
MOTYT 3apa3UTh.

@OUIVHT WIM KPAKa JUYHBIX JIAHHBIX

OObIYHOM Kpakel JeHeT U JOKYMEHTOB CErOJ[HS YK€ HUKOTO HE YIMBHUIIb, HO C

pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH [IEPEMECTUIINCH B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS ,, JIIOOMMBIM ™ JIETIOM.

Tak nmosiBuIIach HOBas yrpo3a: MHTEpPHET-MOILIEHHUYECTBA WK (UILKHT, TJaBHAs 1[eJIb KOTOPOTO
COCTOMT B MOJIYYEHUH KOH(UIEHIINAIBbHBIX JaHHBIX M0JIb30BaTeeii — JIOTMHOB U napoJeil. Ha
aHTIHICKOM si3bIke phishing untaercs kak ¢pummar (ot fishing — peiOHas noBIs, password
— TapoJb).

OcHOBHBIE COBETHI IO 60pbOE ¢ PUITMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciiu ThI oj103peBaeliib, 4YTO TBOSI aHKETa Obljia B3JI0MaHa, TO
HE00X0/1MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00 ITOM KaKk MOYKHO
CKopee;

2. Ucnonb3yit OezomacHble BeO-CailThl, B TOM YHCie, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CUCTEM;
3. Ucnonw3yit ciioxHbIe U pa3HbIe Mapoyid. TakuM 00pa3om, eciii TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT AOCTYH TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;
4. Ecnu Te6s1 B3110Maiu, TO HEOOXOIUMO MPEAYIPENNUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
noGaBiieHb! y TeOs B IPY3bsIX, O TOM, YTO TeOs B3JIOMaJIM M, BO3MOXKHO, OT TBOETO UMEHU OyJeT
paccbuIaThCs CllaM M CChUIKU Ha (PUILIMHTOBBIE CalThI,

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B UCbMaX, JaXKe €CIM OHU MPHUIILTH OT

TBOMX Jpy3el. Jlydie yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe ATH (ailiibl.

IudpoBas penyrauus

[Mudposast penyraius — 3TO HEraTUBHAs WM MMO3UTHUBHAS MH(POPMAIHS B CETH O




tebe. Kommpomerupyromas nHpopMmarys, pa3MelieHHasi B MHTEPHETE, MOKET CEPbE3HBIM
00pa30oM OTpa3HUThCS HAa TBOEH peanbHOM Ku3HHU. ,,L{udpposas penyranus™ — 3T0 TBOM UMUK,
KOTOPBIH (hopMupyercs u3 nHGOpMAaIK O TeOe B UHTEPHETE.

TBoe MecTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#e moJIpoCTKH JETKOMBICIIEHHO OTHOCATCS K IYOJUKAIUH JTMYHOW HHPOPMALIUU B
HuTepHeTe, HE MOHMMAasi BO3MOXKHBIX IMOCIEACTBUAN. ThI fake HE CMOXKEIb JOrafaThCs O
TOM, uTO (hoTOrpadus, pa3MeLIeHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a IPUHATH TeOs Ha
pabory.

KommenTapuu, pa3menieHne TBoux Gpororpaduii U Ipyrue 1eHCTBUS MOTYT HE HCUE3HYTh JTaXKe
1I0CJI€ TOrO, KaK Thl MX yJanullb. Thl HEe 3Haelllb, KTO COXPaHWI 3Ty HH(OpMAIHIO, [onaja
JIM OHA B IIOUCKOBBIE CUCTEMBI U COXPAHWJIACh JI OHA, a TJIABHOE: YTO MTOAYMAlOT O

TeOe OKpY’KaroIIKe JII0IU, KOTOpbIe HAWAYT U yBUAAT 3T0. HaliTu nHpopmanno MHOrO JIeT
CITYCTsI CMOKET JII000H — Kak U3 T0OphIX MOOYXKACHUH, TaK M ¢ HAMEPECHHEM IPUYHHUTH
Bpell. DTO MOXKET ObITh KTO YTO/IHO.

OCHOBHBIE COBETHI IO 3aLIUTE UPPOBON permyTaIiu:

1. ITogymaii, mpexzae 4eM 4To-To MyOIMKOBaTh U NepeaBath y ceOs B O6J0re UM B
COIIMATLHOM CETH,

2. B HacTpoiikax npo¢uis yCTaHOBU OIpaHUUYEHHs Ha IPOCMOTP TBOETo NMpoduis u

€ro COJIEPKMUMOr0, CIENIAMN €ro TOIBKO ,, I IPy3en;

3. He pa3memaii u He ykasbiBail HH(pOpMAIHIO, KOTOPas MOXKET KOro-IM00 OCKOPOJIATh MU
0o0MXaThb.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJILHUKN — aKTUBHBIE MOJIB30BATENN IU(PPOBOTO mpocTpancTBa. OqHAKO
JIaJIeKO He BCE 3HAIOT, YTO MOJIb30BaHUE MHOI'MMHU BO3MOXKHOCTSIMHU LIU(PPOBOro Mupa Tpedyer
coOII0ICHMSI TPaB HA UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMUH ,,uHTEIUIEKTyaIbHast COOCTBEHHOCTb  OTHOCUTCS K Pa3IMUHbIM TBOPEHUAM
YeJI0BEYECKOT0 yMa, HAYMHAs ¢ HOBBIX H300PETEHHI U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH, M 3aKaHUUBasi KHUraMu, oTorpapusmu,
KMHO(QUIbMAMH U MY3bIKQJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHE MpaBa — 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JUTEpaTyphl U UCKyCCTBAa. ABTOPCKHE MpaBa BbICTYNAIOT B KAYECTBE rapaHTUN TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPYA

aBTOpa He Oy/IeT HalpacHbIM, JaCT EMY CIIpaBEeUINBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yibTaTax CBOEro Tpy/a, MOJIy4YUuTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pasperieHus
aBTOpa HE MOXKET BOCIPOU3BOIUTH €T0 MPOU3BEACHUE, PACIIPOCTPAHSTD, TyOJIMYHO
JI€MOHCTPUPOBATh, POIaBaTh, UMIOPTUPOBATH, MyCKAaTh B MPOKAT, MyOIMYHO UCTIONHSATS,
MOKa3bIBaTh/UCIIOIHATH B 3pupe miu pazmemiars B HTepHere.

Hcnonb3oBanue ,,IIPaTCKOro* MpOrpaMMHOT0 00ecrieueH st MOKET MPUBECTHU K

MHOTUM PHUCKaM: OT IOTEPH JJAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHU TBOETO YCTPOMCTBA,
I7le yCTaHOBJIEHA HeJleraibHas nporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYIOT
JerajabHble U OeCIUIaTHBIE IPOTrPaMMbl, KOTOPbIE MOYKHO HalTH B CETH.




